“PROTECTING CHILDREN’S RIGHTS IN THE INFORMATION SOCIETY”
By Anetta Tousheva, State Agency for Child Protection (SACP), Bulgaria

Within the period February – December 2002, the SACP implemented the project “Internet and Child Rights” with the support of the UNDP in Bulgaria. It is based on the understanding that in the information society the children have right to:

· Equal access to new information technologies, including for disadvantaged children;

· Education and training for competent and responsible conduct in internet;

· Access to Internet materials of social and cultural benefit to children;

· Freedom of speech and right to information through the new information and communication technologies;

· Protection from harmful or illegal content in Internet;

· Protection from exploitation or involvement in illegal activity through Internet.

Through this Project SACP offered specific answers to the necessity of a contemporary state policy directed to awareness raising on child safety in Internet and to effective protection of their rights as Internet users.

Background

As it is well known the transition to information society has not only positive sides and impact. Many of the negative effects of this transition concern to a high extent the children who are among the most active users of Internet.

The first initiatives and projects in Bulgaria designed for the preparation of children for a competent, safe and responsible behaviour in Internet started in 1996/1997.  Examples for that are some projects of the Bulgarian Section of the European Association of Teachers (AEDE -www.aede.org) such as “Internet in the Classroom”, “The Dark Side of Internet”, etc.  Among their main objectives is the enhancement of the awareness of students, teachers and parents on the risks and threats to the security of children in the net, on the ways to protect children from harmful and illegal  content and on crimes and abuses in Internet. Within the period 1996-1998 in several schools in Sofia were made the first attempts for teachers and students training in problems like: child pornography and pedophilia in Internet, abuse with personal data and threat to the privacy, the dispute on the censorship in Internet, the illusionary anonymity in the net, frauds and cyber crimes, etc. Students e-mail competition “The Dark Side of Internet” has been arranged where the students themselves study through the Internet problems relating to the rights violation in the net, the possibilities for an efficient protection and the safety behaviour rules.

In May 1999 the Ministry of Education and Science (MES) approved a curriculum for an optional subject in the 10th grade of the secondary schools – “Law and Ethics of the Information Society”. This program includes over 15 topics where problems like the following are discussed: security and safety in Internet, tele-democracy, privacy in Internet, rules for responsible behaviour, intolerance, xenophobia, child pornography, racism, hackers, copyright, frauds, etc.

On 28 May 2001, the SACP organized the First national conference “Children’s Rights in the Information Society”. The conference was attended by over 70 representatives of ministries, state agencies and committees, teachers in secondary schools, university professors, internet service providers, software manufacturing companies, NGOs, media, etc. At the conference were presented important international documents and initiatives, such as:

· The UNESCO declaration of 19.01.1999 on child pornography in Internet

· The Draft Convention of the Council of Europe on cyber crime, signed in November 2001 

The SASP announced the Initiative for Partnership aiming at the uniting of the Government’s  and civil society’s efforts for ensuring equal access and up-to-date education to children in IT as well as for ensuring their safety as Internet users.

Awareness raising activities

One of the aims of the project “Internet and Child Rights” was to increase the awareness of students, teachers, parents and library workers in the field of child rights in the Information Society. In compliance with it the following activities were carried out :

During the Spring of 2002 a National students e-mail competition “Internet and Human Rights” was held with the purpose to enhance the students knowledge about the moral end legal regulators in the information society. The participants were students aged 15 – 19 years. They had to e-mail their own studies on Internet resources related to protection and violation of human rights in the Net. The best study was devoted on sexual exploitation of children in Internet.

In the Summer of 2002 the first Bulgarian textbook in “Law and Ethics of the Information Society” was issued. It is designed for 10th grade students of the secondary schools which are studying under the program approved by the Ministry of Education in 1999. The textbook covers over 20 topics among which are: current trends in the information society, freedom of speech and right to information, illegal and harmful content in Internet, pornography, racism and intolerance, e-government, privacy policy, cyber crime, intellectual property etc. It could be said that the aims and content of this textbook are very close to the Council of Europe initiative for publishing an Internet literacy handbook.  

Training of teachers and library workers was carried out under the MES program “Law and Ethics in the Information Society”. Two courses were held in October and November 2002 with more than 30 participants from Sofia secondary schools. All teachers got a Certificate from the  Sofia University and most of the teachers are already working with their students on this program.

Furthermore, over 10 000 copies of information and education materials for children and parents have been issued, containing information on the risks and threats to the security of children in Internet as well as advice for the protection of their safety. 

Encouraging the cooperation between State and Civil society

Another important aim of the project was to encourage the cooperation between government institutions, NGOs and private companies in their effort for achieving a more efficient child right protection in the Information Society and for adoption of effective means for prevention or restriction of child abuse in Internet.

A National competition for NGO projects on “Internet and Child Rights” was arranged in the Spring of 2002.  By this initiative NGOs were encouraged to work in the field of child rights protection in the Information Society. Almost 20 projects were presented, three of which received a financial support from the SACP. Within the framework of these projects were implemented various awareness raising activities aimed at disadvantaged children, ethnic minorities children, school advisors, parents, etc. 

In connection with the necessity of introducing means for security and safety of children in Internet, a draft Rules for Students Safety in Using School Computer Networks and Internet was designed by a multi-institutional team of experts established to the State Agency for Child Protection (SACP). The team included experts from the Ministry of Education and Science, the State Agency for Child Protection, teachers in IT and experts of “Parents” Association. By an order issued on 2nd July 2003 the Minister of Education and Science approved the Rules for Students Safety in Using School Computer Networks and Internet. From the beginning of the 2003/2004 school year, they become a compulsory component of the internal regulations of schools and auxiliary units providing training to students on Internet use. In this way Bulgaria ranks among the first countries in Europe which convert the implementation of security and safety measures for students using Internet, into a state policy. The Rules define the major principles of school policy, the powers and responsibilities of the school management body, teaching staff, system administrator, students and parents concerning the use of school network and Internet by students.

On 29 November 2002, in Sofia was held the Second National Conference “Children’s Rights in the Information Society” wich was the closing stage of the project of SACP. Guest visitors to the Conference were   Mrs. Marta Ruedas – a Permanent representative of UN for Bulgaria and Mrs. Kamelia Kasabova – Vice Chairman of the National Parliament. Nearly 70 representatives of the State and NGO representatives discussed problems relating to equal access and right of children to a safety work in Internet, to protection of children from crime and abuse, to the prospects of the state policy for protection of children in the information society. 
A specialized website of the SACP “Children in the Information Society” was opened on 25 February, 2003 – http://cis-sacp.government.bg.   It is intended to provide useful information in the field of child rights protection in Internet. Till now the English version of the website contains only part of the information provided in the Bulgarian version, but all 15 reports of the Conference of 29 November, 2002 are available in English.  

Forthcoming activities of SACP

In 2003 SACP shall keep on implementing its annual program “Internet and Children Rights”, presented in detail on the specialized website of the Agency. Within the framework of the program, the first national representative study of the public awareness on child safety in Internet will be held in September. The results of the study shall be presented at a public discussion entitled “State policy and child safety in Internet”, scheduled for 25 November, 2003 in Sofia.

Current experience in Bulgaria in the field of awareness raising for child protection in Internet shows that there is a good basis and willingness for establishment of international cooperation and carrying out activities of common importance.  
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