SOUTHEASTERN EUROPEAN CYBERSECURITY CONFERENCE

Sofia, Bulgaria

SCOPE PAPER

Issue

Ensuring the safety and security of networked information systems – cybersecurity – is increasingly critical to all functions of modern life and modern economies. This is no less true for Southeastern Europe than it is for the United States, where key critical infrastructures such as energy, telecommunications, and banking, as well as essential government services, all depend on the integrity, reliability and availability of reliable and secure information networks.


Terrorists, criminals, and teenage hackers alike pose serious threats to these networks and the frequency and severity of the attacks from these threats are increasing. No longer a mere inconvenience, information systems disabled through attack are costing businesses millions of dollars in lost revenues, and can ultimately threaten survival if the infrastructures they control provide services such as water, heat or electricity. While it is unlikely that we will be able to convince attackers to curtail their activities, it is possible to render all but the most sophisticated of attacks less damaging. Regardless of the source of an attack, all nations must take steps to improve their ability to withstand them.


Nor can individual states by themselves assure the integrity of many of their critical networked information infrastructures.  Many information systems cross national boundaries; some, like the Internet, are global.  In light of these interdependencies, nations must address the issues of cybersecurity cooperatively.  For example, effective cybercrime legislation and rules that facilitate trans-border law enforcement cooperation are prerequisites to successfully pursuing and prosecuting cybercrime across national borders.  Effective defensive measures also include the ability of nations to exchange cyber incident information on a 24/7 basis.


By the same token, Governments alone cannot ensure security, as the majority of critical information infrastructures are owned and operated by private industry.  Effective action therefore requires a partnership with private stakeholders including individual users of these systems.

Goal


With these considerations in mind, the United States and Bulgaria propose to co-host a two-day regional (Southeastern Europe) cybersecurity conference to be held in Sofia during the second week of September.


A regional conference will introduce participating governments to the various component aspects of cybersecurity and what is required to organize on a national and regional level to protect critical information infrastructures.  Key issues that the conference would address include: the effective criminalization of the misuse of information technologies; education and awareness-building; and public-private partnerships.


In particular, the conference provides the opportunity to gather senior government experts, policymakers, and private industry representatives to share lessons learned on national approaches to critical information infrastructure protection and to encourage regional cooperation in areas like awareness-raising and information-sharing.


Ultimately, the conference seeks to initiate discussion among regional states that will lead to increased dialogue and cooperation among the states and their other neighbors.  While each nation is responsible for security within its own physical borders, an increased regional dialogue and cooperation toward common goals can eventually focus on areas of shared vulnerabilities and interdependencies.  The outcome can be a set of shared common steps to encourage states to reduce the risks to critical information infrastructures and engage cooperatively on cybercrime issues.

Cybersecurity involves many agency and department responsibilities within government.  Each delegation should include senior experts in the areas of security, law reform and enforcement, telecommunications, and information technologies.

One part of the conference can involve presentations by select experts on the nature of the cybersecurity challenge and key issues of concern to all.  In other presentations, leading authorities in areas such as cybercrime, telecommunications, and information technologies can lead discussions on specific cybersecurity items within the areas of their respective expertise and, if appropriate, how they are addressing those items.  These discussions will raise awareness and can be presented in such a way to facilitate further regional cooperation.

